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DynaGateway

1. Introduction

This document covers the processes of setting up, using, and operating DynaGateway, the automatic
collector of data obtained by Dynaloggers, which monitors the health of industrial assets.

The DynaGateway's main purpose is to interact with Dynaloggers within its Bluetooth range,
collecting vibration and temperature data and requesting spectral analysis periodically. The collected
data is sent to the DynaPredict Web Platform, where it can be graphically visualized. To do this, it is
necessary to provide the gateway with Internet access, using a Wi-Fi network, an Ethernet cable, or a
cellular operator's network (mobile data).

In the following chapters, the recommendations for installing the product, the step-by-step
configuration, and its main functionalities will be presented. It is essential that the information
presented is followed so that the solution works as intended.
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2. Product description

The DynaGateway works with the purpose of making the data from the vibration and temperature
sensors available in the DynaPredict Web Platform in an automated way, generating a history of
measurements to enable future analysis. In the lower front part of the DynaGateway are the main
interfaces for product-user interaction, which are used in the installation and configuration processes:

220 -110 24-12 Digital  Reset USB Micro SD Ethernet SimCard
Vac vdc In Config ‘P Card

~ ~ +| -+

FXE FOE o N (t]

kS
Image: physical interfaces for product-user interaction

1. Power input - AC voltage™:

Connection terminals for 110/220Vac power supply.
*Available only in models that have this feature.

2. Power input - direct voltage:
Connection terminals for 12/24Vdc power supply.

3. Reset Config Button:

Generates an Access Point (AP) for the user to have access to the DynaGateway configurations, and
also has a reset functionality.

4. USB Port:
Enables the use of an external device to save gateway logs (use Dynamox Support).

5.SD Card:
Local storage of offline collection data for later submission to the Web Platform.

6. Ethernet:
R|45 port for connecting the device to the Internet, via Ethernet cable.

7. Nano Sim Card:

Chip insertion for connection to mobile networks *.
*Functional only in DUO model.
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The top center of the device housing contains the name, model, and serial number (DyG) of the
DynaGateway. Due to the various communication interface possibilities for sending data to the cloud,
the product is divided into models according to their basic connection characteristics:

= DUO: Allows the Gateway to connect via Mobile Networks (GSM/LTE), Wi-Fi or Ethernet.

= EWI: Allows the Gateway to connect via Ethernet or Wi-Fi.

ETHERNET WIFI MOBILE NETWORKS
EWI v v X
DUO v v v

To better visualize the gateway's operating state, LEDs are also present on the product casing. They
are: power, status, and network, which refer to power, internal status, and connectivity, respectively.

.
Dynamox
e~ - . Power
":' '-J‘JO,.eWOy
/G.00.005.0032
[ ] Status
o ~ Network
. . .
. . .

Image: Product connectivity LED

The functionality of each of the LEDs and their respective colors are detailed in section 4.3 -
Communication Interface Status of this document.

Next to the LEDs mentioned above, in the central part of the housing, you will find information about
the product's Part Number, serial number, PIN number, and MAC address. This information is
identified as below:
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Image: Product serial information

PN (Part Number): identification code of the product model, for commercial purposes;

DyG: identification of the DynaGateway, used for connection to the device configuration Web
interface;

PIN: Used for adoption of the device in the Dynamox Web Platform;

MAC ETH: MAC address of the device if the chosen connection interface is Ethernet;

MAC Wi-Fi: MAC address of the device if the chosen connection interface is Wi-Fi.

The formatting of the DynaGateway ID code follows a standard construction of the form
DyG.XX.WYY.ZZZZ7Z, where:

00 for models EWI Lot Number
10 for models DUO

DyG.1 O.A05.0(|)1 0

Identification number

A: Vac and Vdc inputs available batch device

S: Only Vdcinput available
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3. Pre-installation

The Gateway uses an Internet connection to send and receive information from the Web Platform
regarding collections, spectral requests, and sensor parameterization. For a better usability of the
DynaGateway and a better use of the functionalities it offers, some preparation requirements must be
taken into account before installing the equipment in the field. Among the main ones, we highlight
three (3):

= Verify the availability of internet connection;
= Release network traffic;

= Plan the gateway installation site in relation to the sensors.

3.1 Evaluating internet availability

Before positioning the device, it is recommended to check the availability of the chosen
communication interface. This point is particularly critical when using Mobile Networks, since it is
necessary to check the availability of Internet by carrier, technology and frequency, as well as the
desired signal strength.

In the case of Mobile Networks, it is important to keep in mind that DynaGateway is enabled to work
using a SIM card from any carrier, operating with GSM (2G), CAT-M1(4G) or NB-loT (4G) technologies.
In section 4.2.3 of this manual “Mobile Networks” you will find more information about each
technology. Please refer to the product datasheet to know the frequencies supported in each
technology.

For Wi-Fi and Ethernet connection, it is paramount to ensure that DynaGateway is cleared to connect
to the local network and that the data it sends can travel outside the network (details in section 3.3,
“Network Access Clearance”). In addition, it is recommended to verify that the plant Wi-Fi network
has sufficient range, or that the Ethernet cable infrastructure is functional for connecting the
DynaGateway.
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3.2 Positioning recommendations

The correct positioning of the DynaGateway directly impacts the quality of the connection it will have
with the Dynaloggers when receiving and sending information. In open field, the Bluetooth range of
the gateway with the sensors is approximately 60 meters. However, the layout and materials of the
machinery in a plant vary according to the standard of each company, and may generate different
levels of interference in the communication.

Itis recommended that the DynaGateway be installed one level above the plant machinery in order to
reduce possible communication barriers that could interfere with the Bluetooth connection. The
installation of the device at a central pointin the plantis also worth considering, since it optimizes the
range of the connection in all directions.

It is worth mentioning that the installation of the DynaGateway inside metal boxes
drastically reduces the Bluetooth communication range.

To estimate the sensors within DynaGateway's range before field installation, we recommend using
the DynaPredict application available at Play Store and App Store. In the side menu, the option "Search
Spots" will find all the sensors already registered in the Bluetooth range of the cell phone, and can be
used for an estimate of the signal quality of the connection between the sensors and the Gateway.

3.3 Releasing network access

When using a Wi-Fi or Ethernet network for communication, it is necessary to clear the network for
outgoing data traffic for the following hostnames:

Hostnames:
» *.dynamox.solutions | Port: 443 and 8883 | Automatic communication and updating
* time.google.com | Port: 123 | Time Synchronization via NTP **

*If it is not possible to release by wildcard (*), release dyg.gateways.dynamox.solutions on the ports 443 and 8883
** All these can be replaced by simply *.google.com | | port: 123

Important Note: The release must be done by hostname and not by IP address, since a hostname
can assume different IP addresses.

Dynamox is an I1SO 27001 certified company, which concerns itself with information protection and
security. The certification guarantees that Dynamox complies with the criteria established by the
standard with regard to information security in its processes.

For more information about network release, please contact technical support
(support@dynamox.net).
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4. Installation

After clearing the network ports (if using Wi-Fi or Ethernet for communication), you need to connect
the device to the mains (electrical power supply) and to the selected communication interface. This
section provides instructions for the user to perform the installation and configuration of the chosen
communication interface.

Itis recommended that the procedures described below are performed initially in a place of easy
handling of the product, since it is more convenient to configure its communication interface
before placing it in the chosen location for its operation, to ensure more productivity and safety
of the people responsible for the installation.

4.1 Power Supply

You can connect the DynaGateway directly to the power supply using the 110/220V AC voltage input
(depending on the device model) or through a DC supply with 12/24V output. To do this, you need to
connect the power cables according to the below configuration:

—— e ——————————————

220 - 110 24 12 Dlgltal B
Vac

B EETE o f ‘ - .

Image: Connecting the power cables

The power terminals are located in the front compartment of the product, along with the physical
interfaces (Nano SIM Card slot, R]45 port, Reset/Config button, etc.).
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4.2 Communication Interface

To configure the DynaGateway's communication interface with the Internet, you must start the

device's configuration mode, as follows:

1. Press the Reset/Config button for approximately 7 seconds, until the Network LED
turns yellow when released.

- - - Reset -
- . Config

o

L} - -

Image: Reset/Config Button

2. Connect to the Wi-Fi network generated by the device via a nearby computer or mobile

device. The network generated by the gateway has the following credentials

= Name (SSID): serial number of

the device, printed on the
casing of the device. This

number follows the standard

DyG.XX.YYY.ZZ77Z,
mentioned in chapter 2 -
Product Description.

= Password: 12345678

E] DYNAMOX

nectad

[-)
ff DyG.10.008.0107

® Sem Internet sequro

Propriedades

Desconectar

%

%
%

%

Configuracbes de Rede e Internet

3 2 «»

Wi-Fi Modo avido Hotspot mével

Image: Accessing the
Wi-Fi network generated
by DynaGateway.
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3. In a web browser, access the IP address: 192.168.10.1 The subsequent screens will be
the gateway's configuration interfaces, and so credentials are required so that changes
can be made. To do this, the user must use:

= User: admin = Password: admin

LOGIN AREA

User:
Password:

Image: Authentication procedure

When you log into the system and select the Status tab, you will see which interface is being used and,
consequently, its current connection status. When accessing the top menu, on the Wan tab, the user
will have access to the selection box of the desired communication interface.

»

Dynamox
Status Wan Maintenance

WAN Interface WAN Interface

/

WAN Protocol
WAN Protocol:
Ethernet
GSM
SSID:
Password:

» Advanced Options

® Dynamic IP O Static IP

| save | Reset |

© 2021 Dynamox

Image: Selecting the communication interface on the WAN Interface tab

In the following, the communication interfaces for the operation of the gateway will be detailed, as
well as their installation and configuration process.
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4.2.1 Ethernet

Connecting the device via Ethernet requires, in addition to network traffic clearance, an RJ45 cable
connecting the device to a network access point. After connecting the cable, you must configure the
interface via the WAN Interface tab, selecting the Ethernet option in the WAN Protocol box.

»
Dynamox*
Status Wan Maintenance

WAN Interface WAN Interface

WAN Protocol

WAN Protocol: [Ethemet v |

® Dynamic IP O Static IP

[ save | Reset

© 2021 Dynamox

Image: Communication setup via Ethernet

If the Internet connection is valid (via RJ45 cable) and network traffic is properly cleared to the
hostnames mentioned in section 3.3 - Clearing Network Access, the interface configuration is
complete. By default, below the WAN Protocol checkbox, Dynamic IP is pre-selected and
recommended for ordinary connections. If required, you can select Static IP to assign a fixed IP
address, used in networks where IP liberation is required.

))) DyG.10.008.0107 Exit

Dynamox:

Status Wan Maintenance

WAN Interface

WAN Interface

WAN Protocol

WAN Protocol: Ethernet v

O Dynamic IP @ Static IP

w: oo N A
Gateway: o oo o]
Mask: [0 J.fo .o .o

Primary DNS: (e e s J.fs ]
Secondary DNS: RO

[ save | Reset |

© 2021 Dynamox

Image: Communication configuration via Ethernet with fixed IP

The department responsible for releasing the IP local network of your company must provide the data
to be filled in on this screen. After completion, select the Save option to finalize the configuration.
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4.2.2 Wi-Fi

The configuration of the DynaGateway connection via Wi-Fi is done entirely through the
configuration interface. Starting, analogously to the Ethernet configuration, from the WAN Interface

tab, the user must select the Wi-Fi option.

))’

Dynamox:

WAN Interface

WAN Protocol

Status Wan

WAN Interface

WAN Protocol:

SSID:
Password:

» Advanced Options

@®© Dynamic IP O Static IP

Save | Reset |

© 2021 Dynamox

Image: Communication setup via Wi-Fi

Two fields will appear just below the selection. You must fill in the name (SSID) and password of the
Wi-Fi network you wish to connect the DynaGateway to. As with the Ethernet configuration, you can
use a fixed IP address by selecting the "Static IP" option. If this is not desired, the "Dynamic IP" option is
already pre-selected and requires no additional configuration.

WAN Interface

WAN Protocol

Status

Wan

WAN Interface

WAN Protocol:

SSID:
Password:

» Advanced Options

IP:
Gateway:
Mask:
Primary DNS:
Secondary DNS:

| save | Reset |

© 2021 Dynamox

Image: Configuration of Wi-Fi communication with fixed IP
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After filling out all fields, select the Save option to complete the configuration.

In specific cases, it may be necessary to configure the Gateway on a WPA-Enterprise Wi-Fi network
(with user and password per employee). When you select Wi-Fi on the WAN Interface tab, the
Advanced Options field will be shown, where the options for the WPA-Enterprise configuration will be
displayed. The user must fill in the information regarding the user and password for the enterprise
network. In this case, the user should leave the Password field below SSID blank.

»

Dynamox'
Status Wan Maintenance

WAN Interface WAN Interface

WAN Protocol
WAN Protocol: WiFi v

SSID: [
Password:

¥ Advanced Options
Security: WPA2-Enterprise v

User:
User Password:

@ Dynamic IP O Static IP

‘ Save | Reset ‘

© 2021 Dynamox

Image: Wi-Fi communication settings
When you select Save, the configuration of the Wi-Fi Gateway is complete.
Section 4.3 - Communication Interface Status mentions the status of the communication interface

configured for the gateway. Here you can check whether the whole configuration process is correct
and whether the device is ready to communicate with the cloud.
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4.2.3 Mobile Networks

To use DynaGateway via mobile data (interface available only for DUO model), the user needs to have
in hand a Nano SIM Card from the telephone operator of his choice, and the user, password, and APN
information provided by them.

In addition to this data, it is important that the user also inquire about local coverage, taking into
account that the Gateway can connect using any of the following technologies:

Despite being an older technology, 2G meets the needs of the DynaGateway well, and
there is no compromise in its performance. A simple test that can be done to check the
availability of its coverage is to access the Mobile Network settings of a smartphone
and choose the option "2G only", and then try surfing the Internet using the SIM card of
the chosen carrier. It is also possible to see details of the frequency and strength of the
available signal using applications with this functionality.

CAT-M1 or NB-loT (4G)

Within the fourth generation (4G) we find technologies aimed at communication
between machines (Internet of Things - loT). Because they are newer technologies,
they have less coverage in some regions. It is important to understand that 4G
coverage in a location does not necessarily guarantee CAT-M1 or NB-loT coverage.
Therefore, it is essential to find out about their availability in your region.
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Depending on the location of the plant where the DynaGateway will be installed, all technologies may
be present. If there is no recommendation from the telecom operator, you should verify (on a trial
basis) which one has the best performance.

After inserting the Nano SIM Card into the device, it is necessary to configure the communication
through the configuration interface.

Do not insert or remove the Nano SIM Card while the Gateway is powered
on to avoid product failure.

On the WAN Interface tab, the user must select, in the WAN Protocol field, the "GSM" option. Below
are the fields that the user must fill in, respectively: APN, login, password and connection technology
according to those available in your region.

»

Dynamox
Status Wan Maintenance

WAN Interface WAN Interface

WAN Protocol

WAN Protocol: [Gsm v

APN: ]
Login: ]
Password: ]
RAT: Ere—

Save ‘ Reset ‘

© 2021 Dynamox

Image: Communication configuration via Mobile Data

After filling out the fields, select the Save option to complete the configuration.
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4.3 Communication Interface Status

On the DynaGateway housing there are connection status displays and relevant user information via
LEDs. Each of the three LEDs on the product refers to: Power, Status and Network. The color and
behavior of the LEDs vary according to the activity the Gateway is currently performing or the state it
isin:

Continuously lit with red indicating that the device is powered:
Red: powered

2. Status

Alternates between on and off while the Gateway performs one of the following activities, depending
on the color of the LED:

Blue: Communication with Dynaloggers

Green: Communication with DynaPredict Web Platform

Pink: Internal processing

3. Network

Changes color according to the communication interface chosen. If the LED is on continuously, the
connection is successful. If the LED is blinking, this means that the gateway is trying to establish a
connection:

o B\
@ Power
)gy""’“" @ Status
. ‘ I:l:letwork
e @ Mobile Networks
. . . O Wifi
@Ethernet
N o. = OAP Mode
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4.3.1 Wi-Fi connection status

The DynaGateway Wi-Fi connection has some features that allow the user to visually identify the
connection status. The LEDs are intended to show the user, at the time of installation, if the
connection was performed correctly. Through the Status and Network LEDs, in pink (Wi-Fi), we have
the following possible scenarios:

= Network not found: Status and Network LEDs synchronized, on for 9
seconds and off for 9 seconds.

= Incorrect network password: Status and Network LEDs synchronized, on
for 12 seconds and off for 6 seconds.

= Connected, no Internet: Status and Network LEDs synchronized, on for
approximately 1 seconds and off for approximately 1 seconds.

If one of the above patterns is reproduced at the time of configuration, the user should check the
fields filled out on the DynaGateway configuration web interface, as per section 4.2.2 - WiFi.

The WiFi and Ethernet connections need to be able to access both the internal network and to send
data out to the Dynamox platform via the wider Internet. If there is a communication failure in either
of these, even if the settings are correct and there is a network signal at the site, the gateway will show
an error pattern. Therefore, it is important to have the support of the company's IT department to
identify whether the gateway was able to connect to the internal network and, in these cases, it is
recommended to investigate whether there is any network disruption.

DynaGateway Manual - Version 4 - July 2024 - Public Disclosure - Publication controlled by SGI 1 8
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4.4 Mounting

After configuring the communication interface, you need to go to the set location to mount the
DynaGateway. To perform the mounting process, it is important to consider the product dimensions
and pay attention to the drilling patterns and the size of the recommended screw (M4) as such:

Wide
203mm ‘
e
— . 4 e
Space between Lenght
screws :
250mm
233mm 50
. )
¢ Thickness
'
B T . | g 45mm

To access the product's physical interfaces (USB port, R]45 connection, etc.), it is necessary to
unscrew the lower front cover. It is worth noting that the tightening torque for this component should
be approximately 3 N.m, considering the size of the screw and the manufacturing material of the case.

Just below, the threads attached to the bottom part give access to the passage of cables as such: on
the left, the passage of power cables (Vac or Vdc power supply); and on the right, the passage of R]45
cable (Ethernet). By turning counterclockwise, the passage will become looser and the cables can be
inserted. To tighten, simply turn clockwise.

\ . ~ ' 1. Turn to loosen
: 2. Pass the cable
P | 3. Crimp the R[45 to
| e the cable with crimp
- 2 : pliers. — }

~ 4. Connect to the
Ethernet input
5. Close

|

1 &——

Image: Procedure for connecting the R|45 (ethernet) cable
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To ensure proper operation, itis recommended to access the configuration interface of the device and
check the visible sensors inits range before closing the front cover and placing it in its final installation
location. To perform this check, please refer to section 7.4 - Searching for Sensors in Bluetooth Range
of this document.

Finalize the installation of your DynaGateway by closing its front cover, tightening the previously
removed screws, and securing it in place. The positions indicated in the image below represent the
gateway attachment points on the desired structure. To fix the product, consider a diameter of 5mm
for the body and 12mm for the screw head, as such:

@

»
~ Dynamox
DynaGateway
EWI
DyG.00.

. - ®
L ® ®

Image: Position of the screws

After configuring the communication interface and positioning the gateway in its operating location,
the user can check the success of the process on the Power and Network LEDs (color according to the
communication interface chosen, see section 4.3 - Communication Interface Status), both lit
continuously.

Finally, to configure which Spots will be collected by the gateway, the user must perform the process
of adopting and Kconfiguring the gateway collections through the DynaPredict Web Platform,
described in subsequent sections.
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5. Adoption and Configuration

After performing the necessary network and communication interface settings of the gateway, it is
necessary to access the Web Platform to adopt the device in a work area and set the operating
parameters, such as: sensors to be collected, collection interval of continuous values and spectra

request.

To do so, the user must access the Platform (dyp.dynamox.solutions) and, from the side menu, access
thetab gy Gateways. When entering, a table will be displayed with the list of gateways already registered
in the work area where the user is located.

@ DynaPredict

Workspace
BO Paper - Arapoti
Integrated
B3 Dashboard
Asset Tree

@ Machines
Predictive

B3 Dashboard
A Spectral Analysis
@ Sspots

| b Gateways

= Gateways

Status

¥ 4minago

@ 1hago

@ 6hago

@ 1hago

@ 35min ago

@ 6hago

@ 6hago

Gateways

Corredor central TMP

Piso 0 TMP Conflows 227

Piso 0 MP Coluna 7-8 LA

Piso 6,5 prox. digestor TMP

Piso 12,5 TMP.

Speed Sizer Piso 6,5 (Nova)

TMP piso 6,5 Atras
Laboratério

IDs

DyG.001.0264

DyG.002.0132

DyG.00.003.0033

DyG.003.0116

DyG.003.0078

DyG.00.007.0031

DyG.00.007.0053

MRO-22514

MBC-22402

MBC-22401

MBC-22406

MBC-24105

MDP-24103

MRO-22109

MRO0-22207

MRO-22401

MMI-22502

MRL-24223

MBE-22701

MRO-22511

Associated machines

MBC-22201

+2

MRD-22702

+9

MBC-24116

+4

MBC-22102

+6

MRO-22210

+3

MRL-24224

MBE-22501

MAG-22203

MRD-22701

MDP-24101

MBC-22103

MRO-22501

MVE-24416

MBC-22509

MRO-22211

MBE-22502

MDP-24102

MRO-22105

MMI-22501

MRO-22702

Image: Dashboard Gateways

5.1 Adopting a DynaGateway

To adopt a DynaGateway, on the tab o Gateways , the user must select the option

in the upper right corner.

<= Gateways

© Adopt

Q
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Details

Associated Spots

Associated / Visible

N 12 / 60

N 31/ 40

. 13 / 58

I 21 / 66

N 13 / 28

N 5 / 10

N 15 / 30

Synchronization

1min ago
03/25/2022 17:00

1sago
03/25/2022 17:00

1min ago
03/25/2022 17:00

1min ago
03/25/202217:00

1min ago
03/25/2022 17:00

22min ago
03/25/2022 16:39

Thago
03/25/2022 1553

+ GATEWAY

m -
(-2 |
Lo |
(-2 |
(-2 |
(-2 |
(-2 |
(-2 |

X HIDE
Adopt Gateway
AddG:

ateviay Pin

CANCEL

Image: Adopting a Gateway

Asset Tree Location

ADOPT

21
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On the right side of this screen the user must enter the PIN of the device, printed on its casing. Using
the asset tree on the left, you must select in which sub-area the Gateway will be placed. This will
influence the Rrestriction of the group of sensors that can be associated with the gateway, as well as
which users can edit its configuration parameters.

The selection follows the same pattern as the company's asset tree, where higher levels can enjoy the
same benefits as levels below. When clicking on the Adopt option, the Details tab will be displayed to
the user.

= Gateways 5 0 © ﬂ v
Adopt © Details Associated Spots
Asset Tree Location Overview
DYNAMOX
Gateway name Spots Quantity
©  Visibles 254
() v/ Associated 3
&  successfully collected 3
®  Delayed 0

<9

Connection problem 0
Unknown status 0

Not configured 0

CANCEL NEXT

Image: DynaGateway configuration details

The left side of the screen displays general information about the gateway, such as the assigned name
(which can be edited), the product serial number, the last edit made on the Web Platform, and the last
visibility update.

On the right side, there is information related to the status of the KSpots that are in range of the
gateway and the spots associated with it. The status of each icon is detailed in section 6.1 -
Connecting to Spots. Spots visible to the gateway are all those within range of the gateway, i.e.
including sensors that are not associated with the gateway. This concept can help determine a better
use for the device, ensuring that it is configured to collect data only from Dynaloggers that are
actually within range.

By selecting the Next option, you can associate the Spots that should have their data collected by the

gateway, either continuous (global) values or spectral analysis. To do this, select the option
to see the Spots available for association.
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Gateways

n ]

®

®
®

1l

Adopt 0 Details ° Associated Spots

a

No spots to view

CANCEL RETURN SAVE

Image: Spots associated with the Gateway

The list of Spots below will be shown according to the desktop where the Gateway was previously
configured. The option @@ onvviseesrors  allows you to filter the Spots whose Dynaloggers are within
the Bluetooth range of the DynaGateway. It is important to note that to use this option, the device
must be on and have recently had a visibility update. This update does not occur at the same instant
that the gateway is connected to the network, meaning that this process may take some time to
complete. It is still possible, in all cases, to uncheck the option @@ onvvssieseors to associate the Spots,
keeping in mind that the gateway does not yet have the information whether the sensor is within its
communication range.

Likewise, it is important that the device is also already positioned in its installation location, since it
will inform the user which Spots are visible to him for a future association.

To add a Spot, simply select the icon €2 to the right of itand change it to" €. If the Spot in question
is already associated with another gateway, the icon shown willbe "= . In the left corner of the screen
the signal strength of each Spot visible to the gateway will be shown, which can help in the process of
positioning the device.
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Associate Spot

Q

CANCEL

Machine

SC405

SC403

SC403

SC404

SC403

SC404

SC403

SC403

Spot

DyP.00.008.9375

DyP.00.008.9493

DyP.00.008.9497

DyP.00.008.9501

DyP.00.008.9519

DyP.00.008.9498

DyP.00.008.9365

DyP.00.008.9363

Lines perpage: 50

@@ oNLY VISIBLE SPOTS

Models / ID's

TcA+ / DyP.00.008.9375 (V]

TcA+ / DyP.00.008.9493

TcA+ / DyP.00.008.9497 (V]

TcA+ / DyP.00.008.9501 (V]

TcA+ / DyP.00.008.9519

TcA+ / DyP.00.008.9498

TcA+ / DyP.00.008.9365

TcA+ / DyP.00.008.9363

101-150 of 190 < >

Image: Association of Spots

ASSOCIATE

At the end of the process, select the Associate option to add the Spots to the gateway's schedule. It is
also important to pay attention to the correct configuration of the collection intervals for each Spot,
in order to avoid overloading the gateway, as described below.

5.2 Batch Spot Configuration

Once the Spots to be collected by the gateway have been associated, it is necessary for the user to
configure the desired collection and spectral request intervals.

, the user can configure the continuous data collection and spectral analysis

@ Associated Spots

spot

MTAC 05

MANCAL LE LOA 02

MANCAL LD LA 04

By selecting the option
parameters for a specific Spot.

= catenaye

Adopt @ oetails

.

(m} o ¥ MAQUINA TREINAMENTO

[m] (] W MAQUINA TREINAMENTO

(m} o ¥ MAQUINA TREINAMENTO

[m] (] W MAQUINA TREINAMENTO

CANCEL

MANCAL LD LA 03

Start Time

11:40 AM

12:00PM

12:10PM

Start Time

400PM

430PM

5:00 PM

5:30 PM

Every aday

Every aday

Every aday

Every aday

00

00

00

00

1600 Hz

1600 Hz

1600 Hz

30 minutes
ago
01/12/2022
10:40

20 minutes

ago
01/12/2022
10:50

10 minutes

ago
01/12/2022
11:00
an hour ago
01/12/2022
1000

Lines per page: 20 ~

Image: Button for confiquring the Spot's collection parameters
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In cases where there are several Dynaloggers associated with the same gateway, it is important to
configure all the Spots in a standardized way, generating a uniformity in the data posting and
speeding up the parameterization process. This way, in the upper right corner, the user can select the
option , which becomes available for selection when more than one Spot is selected
in the list.

To set which Spots will be configured simultaneously, select the check box to the left of the
corresponding spots. To select all of them at once, check the checkbox above the Spot list.

= Gateways & 0 & “ v

Adopt @ Details © Associated Spots

—
Q + spoT €% BATCH CONFIGURE
/

ntinuous Monitoring Spectral Analysis Spectral Analysis Configuration

Continuous Mo a

Status signal Machine spot Start Start Max synch | ‘ m -
Frequency Frequency Axes Duration

Time Time Freq

32 minutes
ago
01/12/2022
10:40

9 v e MT AC 05 11:40 AM Every an hour 4:00PM Every a day 00 1600 Hz 1.28 seconds

22 minutes
ago
01/12/2022
10:50

] v TRURQUINA MANCAL LELOA 11:50 AM Every an hour 430PM Everyaday 00 1600 Hz 1.28 seconds

12 minutes

9 v e MANCAL LD LA 04 12:00 PM Every an hour 5:00 PM Every a day 00 1600 Hz 1.28 seconds

ago
01/12/2022 “
11:00

an hour ago

() v TR MANCAL LD LA 03 1210 PM Every an hour 5:30 PM Every a day 00 1600 Hz 128seconds  01/12/2022 o
— 10:10

-

Lines perpage: 20 ~ 1-40f4

CANCEL RETURN
Image: Selecting Spots for Batch Configuration

The screen for configuring collection and spectral analysis schedules is the one that sets how often
DynaGateway will communicate with sensors and send data to the Platform. This screen is composed
of two monitoring options:

= Collection: for setting the times at which the gateway will communicate with
Dynalogger to request the collection of the global data stored in its internal memory.

= Spectral Analysis: for setting the times at which the gateway will communicate with
Dynalogger to request a spectral analysis on a given Spot.

In each type of monitoring, itis necessary to set the start time for the collections and the periodicity
with which the gateway will repeat the monitoring, which is the collection interval.

It is important to differentiate the concepts of collection interval and sample interval. The first refers
to the gateway, while the second is the configuration set when creating the Spot for the DynalLogger.
The sensor takes measurements according to its sample interval and stores them in its internal
memory until, according to its collection interval, the Gateway transfers the data to the Platform and
empties the sensor's memory.
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Example: a DynalLogger with a sampling interval of 5 minutes generates vibration and
temperature samples according to its sampling interval and stores them in its internal memory. A
gateway, with a collection interval of 3 hours (180 minutes), will collect this data and send it to the
Platform every 3 hours, collecting 36 samples (180 min [ 5 min) of vibration and temperature at a
time.

In the case of the Batch Configuration, it is also necessary to inform the Interval of Actions between
Spots, so that from the starting time of the collection of the first Spot on the list, the gateway sets the
times of the other Spots. When selecting the option , the configuration window will
be displayed for the user to fill in the following fields:

Continuous Monitoring:

= Start time: start time of the schedule, i.e., time when the first Spot in the list will be collected.

= |nterval of actions between Spots: time interval between Spot collections, starting from the
point immediately before the one collected. In the second Spot in the list, for example, its
collection time will be the start time of the first one added to the action interval between
Spots and so on.

= |nterval: interval of the complete collection cycle. Unlike the interval of actions between
Spots, this value refers to the periodicity of the collection cycle, that s, every how many hours
the monitoring point will have its data collected again. For example: a starting time at 09:00
with a 3 hour interval, resulting in collection cycles at 09:00, 12:00, 15:00, and so on.

Spectral Monitoring:

= Start time: start time of the scheduled programming, i.e., time when the first Spot in the list
will have its spectral requested.

= |nterval of actions between Spots: time interval between Spots' spectral requests, starting
from the point immediately before the one collected. This field is analogous to continuous
monitoring, except the type of gateway action will be different.

= Interval: Interval of the complete cycle of spectral collections. Unlike the interval of actions
between Spots, this value refers to the periodicity of the collection cycle, that is, every how
many hours the monitoring point will have its spectra requested again. For spectral
monitoring, the minimum value of this field is 1 (one) day.
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Batch Configure

Collection a@
Start time

13:17

Interval of Actions between Spots
( 10 minutes v

Interval Time unit

3 hour v

Spectral analysis @@
Start time

13:17

Interval of Actions between Spots

30 minutes v

Interval Time unit

1 day v

Warnings
@ The settings are valid for all selected Spots.

° There are selected spots where your Spectral Monitoring settings imply a longer runtime data collection. For
these cases, we recommend considering 20 to 30 minutes in the spectral collection interval between spots

CANCEL ‘ B DELETE ASSOCIATIONS ‘ SAVE

Image: Batch Parameterization of collection intervals and spectral analysis

Itis possible to perform as many batch configurations as necessary independently. That is,
the collection and spectral parameters can be different for each configured batch.

If the icon appears, it means that the volume of actions associated with that gateway may be
exceeding the time allowed to execute them. In this situation, the daily operations of continuous and
spectral data collection together have an estimated time of more than 24h to be performed, and it is
possible that this will result in a progressive delay of the gateway's processes. In this case, we
recommend reconsidering the collection volume or spectral settings of the spots to avoid delays.

By clicking on the button, you will be redirected to the Spots screen to configure the rest of

the monitoring points. When the configuration process is finished, the user must select the button
again to finalize the gateway adoption.
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5.2.1 Practical example of DynaGateway configuration

As commented earlier, the time taken for the gateway to perform a spectral analysis depends on the
volume of analysis data and the stability of the internet. Generally, 30 minute intervals are considered
for this action and 10 minutes for continuous data collections.

In this example, collections are alternated with spectral analysis in a schedule with 20 Spots,
according to the configuration below:

Association settings

Collection a@
Starttme

20:06

Spectral analysis @@

Starttime

20:06

1 day

Warnings

@ The current Spectral Monitoring configuration of this spot implies a longer execution time data collection. We
recommend allowing 20-30 minutes to perform this action so as not to compromise DynaGateway's
performance.

CANCEL @ DELETE ASSOCIATION SAVE

Image: Batch configuration of collection intervals

Thus, all continuous spot data will be collected within 4 hours (20 x 10 minutes = 4 hours), and
therefore this is a valid periodicity. Also, the intervals considered between actions respect the time
allowed for the gateway to perform them.

<= Gateways 5 0 @ Q v
@ Details © Associated Spots
Q 4+ SPOT ° BATCH CONFIGURE
Continuous Monitoring Spectral Analysis Spectral Analysis Conf
Status Signal Machine Spot Start Start Max
) Frequency ) Frequency Axes
Time Time Freq.
Spring
(V] v SC401 Pl 12:26 PM Every 6 hours 2:44PM Every a day Q00 1600 Hz
End West
gprmg
ase .
(V] =4 SC401 Food- 3:56 PM Every 6 hours 12:53 AM Every a day 00 1600 Hz
End East
Spring
(V] v SC401 g\asi:%arge 11:26 AM Every 6 hours 11:50 AM Every a day o o 1600 Hz
- End East
Spring
Base
] 4 SC403 D‘Scdharge 1:26 PM Every 6 hours 5:38 PM Every a day 00 1600 Hz
- End East

Image: Gateway Operations Schedule
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Thus, the first Spot is collected at 00:00 and begins its spectral analysis at 03:05. The second Spot is
collected at 00:10 and begins its spectral analysis at 03:35, and so on. The collection cycle is repeated
every 4 hours, so at 04:00 the first Spot will be collected again. Good gateway schedule configuration
practices are those that ensure that actions are spaced out and that there is enough time for them to
be processed before a cycle of actions is repeated.

5.3 Individual configuration of the Spots

In some cases, it may be important to configure Spots individually. To do so, the user must select the
option % next to the desired Spot and a window similar to the batch configuration window will be
displayed. The fields and functionalities follow the same pattern as described in the previous section,
regarding the configuration of Spots of the same batch.

Association settings

Collection a@
Start time

20:06

Interval Time unit

3 hour v

Spectral analysis @@

Start time

20:06

Interval Time unit

Warnings

o The current Spectral Monitoring configuration of this spot implies a longer execution time data collection. We
recommend allowing 20-30 minutes to perform this action so as not to compromise DynaGateway's
performance.

CANCEL ‘ B DELETE ASSOCIATION SAVE

Image: Parameterization of collection intervals and spectral analysis

Asin the batch configuration, if the selected spot is parameterized to perform triaxial spectral analysis
with maximum frequency higher than 1600 Hz, a warning about the execution time of the action will
be displayed.

By clicking on the button , the user will be returned to the Spots screen to configure the rest
of the selected points.

DynaGateway Manual - Version 4 - July 2024 - Public Disclosure - Publication controlled by SGI 2 9



DynaGateway

6. Status

After the DynaGateway setup and adoption steps, you can track the connection status with the
Dynaloggers to ensure that all assets associated with the gateway are being effectively monitored.
The status of each Spot will vary according to the gateway's connection attempts made at the times
scheduled at the time of its configuration.

6.1 Connecting to Spots

When you access the gateways screen from the side menu, you can see the current status of the
gateways associated with the desktop the user is on. The colored icons present in the left-hand corner
of the list relate to the current status of the device. The main ones being:

Healthy: The gateway was able to collect data from all Spots associated with it on the last
attempt.

Default configuration: The gateway PIN has already been entered, but there are no Spots
associated with the device.

Delayed collection: The gateway is properly configured but has not sent the last collection
of at least one Spot at the expected time.

V Unhealthy: the gateway is properly configured but was not able to collect data from at
least one of the associated Spots on the last attempt. It is recommended to access the
screen of this gateway, as it is possible to check which Spots could not be collected.

Unknown: the Gateway has not yet sent collections to one or more Spots. If all Spots
remain in this status, itis recommended to check the connection interface (Ethernet, Wi-Fi
or LTE) and the power supply of the product. If there are isolated cases of Spots with this
status, check the signal strength of the sensors. Each time the gateway schedule is
updated, the status of all spots remainsin “Unknown” status until the time set for their first
collection. After the scheduled time, the status is updated to “Healthy”, “Unhealthy”, or
Delayed status, depending on the Spot's collection performance.

The status icon is updated with each new collection, set in the gateway configuration.
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6.2 Visibility Update

DynaGateway periodically scans the sensors that are within its Bluetooth range. So, by default, every
6 hours the device performs a visibility update if it is properly connected to the network. The
information about how long since the last update is present in the last visibility field in the Web
Platform:

= Gateways a5 0 & m v
Adopt © Details Associated Spots
Asset Tree Location Overview
DYNAMOX
Gateway name Spots Quantity
Gateway DELETE
©®  Visibles 182
[ v/ Associated 4
@  successfully collected 4
(9 Delayed 0
¥ Connec tion problem 0

Unknown status 0

Not configured 0

Image: Last visibility field

The visibility update procedure ensures that the states shown on the Platform reflect the reality of the
last 6 hours, identifying which monitoring points need an individual check.

It is worth mentioning that the intensity of the sensor signal shown is directly related to the stability
of the bluetooth connection between it and the gateway. This stability of the connection implies the
success (or lack thereof) of the collections.

7. Additional Features

DynaGateway has several tools that can assist with troubleshooting and contribute to the usability of
the device. These include: system reset, restoring factory defaults, firmware upgrade, and searching
for sensors within range.

This section details the functionalities and procedures for using the device's tools. All the processes

described are performed through the device's web interface, the same used to configure the
communication interface (accessing 192.168.10.1 in the browser).
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7.1 Restarting the system

It may be useful to reset the DynaGateway for cases in which the device is not performing as expected.
To do so, the user must access the Maintenance tab from either the top or side menu of the device's

web interface.

))) DyG.10.008.0107 Logout
Dynamox

_ Maintenance

Update
£ Reboot System

. The gateway system will restart
Security. g vy

‘ Reboot ‘

Factory Data Reset

Gateway data will be erased and replaced with factory data

‘ Reset ‘

© 2021 Dynamox

Image: System Reboot Tool

By selecting the Reboot button and confirming, the device will automatically start the reboot process.
It is also possible to perform this procedure via the physical Reset Config button, requiring only a
single touch for the gateway to restart. It is important to note that this process is not about the
settings, but about the operating system that will be rebooted.

7.2 Restoring the Factory Defaults

Restoring the settings to factory defaults is a tool that should only be used in specific cases when the
device is not performing its function properly. To perform the reset, the user must access the device's
web interface, under the Maintenance tab from either the top or side menus, and then select the
Reset button. The process will start automatically after confirmation.
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))) DyG.10.008.0107 Exit

Dynamox'

Maintenance

Reboot System

The gateway system will restart

Factory Data Reset

Gateway data will be erased and replaced with factory data

© 2021 Dynamox

Image: Factory Defaults Restore Tool

It is important to note that this option restarts the device and erases all the settings already made,
requiring a new configuration of the communication interface.

7.3 Firmware update

In order to always keep your devices up to date with the latest features, Dynamox provides automatic
updates for gateways connected to the Internet. In some cases, however, it may be necessary to
perform the firmware update locally.

In order to perform this process, the user must have the update files for both the Main Module and the
COMM Module on hand. To obtain the latest file updates, contact Dynamox technical support at
support@dynamox.net.

When you request file updates, you will receive one file for each device module (Main and Comm). It
is worth paying attention to the name of each to differentiate which module it refers to.
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By accessing Maintenance from the top menu and Update from the side menu, you will access
information about the firmware already installed and the fields to perform the update. In the Select
Path field, you must select the “Choose file” option and upload the file (already saved on your
computer) with a .bin extension. Below you must indicate which of the two DynaGateway modules
the previously selected file refers to. The process must be carried out first in the COMM module and,
once completed, in the Main module.

»

Dynamox’

Maintanance) Firmware Information

Model: DGvO.0.1
Main CPU Version:
COMM Module Version: v@3.00.00

Select Path: ‘ Escolher arquivo ‘DyG_comm 02.01.01.bin

Set path on server: |DyG_comm_V02.01.01.bin | <——

O Main CPU| ® COMM Module

‘ Send ‘

© 2021 Dynamox

Image: Firmware update

When selecting the "Send" option, a confirmation window will appear to complete the process. When
completed, the user will be notified with a window indicating the success of the operation and the
blue-colored LED Status light will turn off. Finished for this module, the process as a whole must be
repeated for the COMM module.
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7.4 Search for sensors not in bluetooth range

In addition to the automatic update of the sensor visibility information that the gateway sends to the
Web Platform every 6 hours, it is possible at any time for the user to request a scan of all the sensors
within the DynaGateway's bluetooth range.

The option can be found in the top menu "Status" and in the side menu, "Sensors Visibility". By
selecting the option, the device will start searching for all sensors within the bluetooth range. When
finished, a table will be displayed containing relevant information such as: number of sensors,
identification, MAC address and signal strength at the instant the visibility was performed.

)

Dynamox*

Status Maintenance

Gateway Status Scanned Sensors

Sensors Visibility
DyP

Signal Strength DyP.00.008.1099
DyP.30.011.1227
DyP.00.008.9162
DyP.30.018.6263
DyP.022.0158
DyP.30.015.4560
DyP.30.015.6244
DyP.30.016.5041
DyP.30.018.1642
DyP.00.008.9184

DyP.30.016.1353

Image: Search tool for sensors within bluetooth range

MacAddress
C6:D3:4E:SE:F8:8E

E9:80:2B:43:B1:66
E7:7B:FD:86:0B:7F
18:32:19:56:06:F0
DB:D9:2A:5F:79:A1
EF:85:6A:07:B8:FE
00:00:00:00:00:00
EA:D3:0D:62:F2:FA
18:32:19:56:2E:EF
F7:39:3F:AE:C9:93

D1:E4:3D:68:7F:BA

rssi Signal
-79

-64
-s5
-66
-72
-62
-69
-70
-65
-53

=75

DyP

DyP.00.009.3554
DyP.00.008.7948
DyP.30.009.1765
DyP.30.015.6646
DyP.00.008.9169
DyP.30.011.2959
DyP.025.2944
DyP.00.006.9212
DyP.00.002.2871
DyP.00.008.8347

DyP.30.016.3992

MacAddress
C7:99:6E:34:15:3F

CE:0C:9C:AB:AD:08
EB:B6:35:CB:43:E5
E8:83:60:D7:41:EA
D3:B9:68:E8:CF:A7
CA:7C:D6:19:EA:84
FF:6C:D6:1B:C7:9B
C8:6B:03:A0:D6:E2

F4:52:E6:F9:D0:86

rssi Signal
-61

DD:63:04:A6:07:4D -

FE:F6:76:89:9E:C8

=71

© 2021 Dynamox

This mapping does not update the "Last Visible" field in the Web Platform. The process only shows the
sensors within the bluetooth range of the Gateway and can be used to help set the best location for

the device.
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The DynaPredict solution is designed to help you with predictive maintenance, avoid production losses,
guarantee the availability of machinery and provide security for us and your equipment.

We are experts in delivering customized solutions for the specific needs of our clients. Discover our
products and services and learn how they can be used in your industrial plant, including software
integration and use and analysis of the data generated by the sensors.

For more information contact us at comercial@dynamox.net.

Dynamox - Exception Management
Rua Coronel Luiz Caldeira, n° 67
Bloco C - Condominio Ybira
Bairro Itacorubi - Floriandpolis/SC
CEP 88034-110
+55 (48) 3024 - 5858
support@dynamox.net
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